LOGO HERE
Emergency Operations Plan
Adopted:  





1st Annual Review Date:  


  
Completed:  



**NOTE: Items in italic are placeholder to provide you an example of content. Please revise or remove as needed. Please remove this before final version.**
3Introduction


4I.
PURPOSE


4II.
SITUATION AND ASSUMPTIONS


4A.
AUTHORITIES


4B.
Situation


4C.
Assumptions


5III.
CONCEPT OF OPERATIONS


5A.
Pre-Emergency


8B.
Preparedness


8C.
Response


9D.
Recovery


9IV.
ORGANIZATION AND RESPONSIBILITIES


12Attachment A: Hazard Assessment


14Attachment B: Emergency Checklists


15B-1:  All Hazards Preparedness


16B-2:  Fire Safety


18B-3:  Severe Weather


18Recovery (After event)


19B-4:  Flood


19Recovery (After event)


20B-5: Infectious Disease


20Recovery (After event)


21B-6:  Active Threat


21Recovery (After event)


22B-7:  Utility Interruption


23Recovery (After event)


24B-8:  Infrastructure Failure


24Recovery (After event)


25B-9:  Cyber Security Threat


28Attachment C: Functional Annexs


28Attachment D: Hazard Specific Annexs (relate to checklists)


29Attachment E:  Mutual Aid Agreements


30Attachment F:  Contact Lists, Misc.





Introduction
[Provide a brief overview of your area including some of the hazards you may face at your facility]
EXAMPLE: The Southeast Pennsylvania is vulnerable to multiple threats and hazards. These include natural hazards such as; severe weather, including wind, rain and snow storms; floods; fires. Additionally, there are man-made hazards such as hazardous materials spills and potential civil unrest and/or terrorism.
While each of these threats is a problem in and of themselves, they are frequently the cause of secondary issues such as long-term power and telephone outages. In some cases, the event may cause disruption to critical supplies and services such as food, medical supplies and gasoline.
Preparing for such disasters is critical for ensuring the safety and security of residents/patients, staff and visitors of long-term care facilities.  
I.
PURPOSE
To provide guidance to 
   



 (facility name) on emergency policies and procedures to protect the lives and property of residents, staff and visitors.
II.
SITUATION AND ASSUMPTIONS
A.
AUTHORITIES

1. The emergency operations plan delegates the Long-Term Care facilities Administrator or his/her designee authority to activate.
B.
Situation
1. The Southeast PA region is vulnerable to both natural and man-made disasters such as:
· Various weather related (snow, rain, wind, hurricane, tornado, etc.)

· Flooding

· Infectious Disease

· Structural Collapse

· Utility Failure

· Transportation Accidents

· Structural Fire
2. Residents of this facility require special emergency considerations in planning for disasters or emergencies and in ensuring safety continuity of care.
C.
Assumptions
1. The possibility exists that an emergency or disaster may occur at any time.
2. In the event an emergency exceeds the facility’s capability, external services and resources may be required.
3. Local, state and federal departments and agencies may provide assistance necessary to protect lives and property.

4. Depending on the scope of the event and the type of assistance needed, local, state and federal departments and agencies may be unable to respond immediately.  It is the responsibility of the care facility to be prepared to care for the residents, staff and visitors for an extended period of time.  
5. The care facility will comply with all state and local requirements for review and inspection of safety plans and procedures.
6. Add more things you will assume to occur you see needed.

III.
CONCEPT OF OPERATIONS

The care facility should have an emergency action plan in place capable of providing for the safety and protection of residents, staff and visitors.  Procedures should be developed to insure that residents who are cognitively impaired, physically impaired, hearing impaired, speech impaired, or have English as a second language are properly informed and alerted as necessary.
This plan can be effective for either internal or external emergencies.

A.
Pre-Emergency
1. Evaluate the facility’s potential vulnerabilities.  (See Attachment A.)
2. Review, exercise and re-evaluate existing plans, policies and procedures.
3. Develop Mutual Aid Agreements with similar types of facilities, both in and outside the immediate area.  Review and update the Agreements regularly.  (Maintain a copy of all Agreements as Attachment D.)
4. Review and update inventory/resource lists.  
5. Determine communication systems.  (E.g., cellular phones and fax machines may offer the best means in the event of a power loss.  A supply of quarters and accessibility to a pay phone may serve as a reasonable alternative.)
6. Ensure the availability and functioning of facility emergency warning system / public announcement system.

7. Test reliability of emergency telephone roster for contacting personnel and activating emergency procedures.  (See Attachment C.)
8. Install and maintain emergency generators.
a. Identify power needs based on which equipment and appliances are necessary for the safety and security of residents, staff and visitors.
b. Have a licensed electrician install the generator.
c. Develop procedures for testing generators and equipment supported by emergency generators.
d. Maintain a 7 to 10 day supply of emergency fuel.  Establish a delivery agreement with a supplier.
e. Activate and test the generator under load according to National Fire Protection Association (NFPA) requirements and state and local regulations.

f. Document all testing procedures.

9. Ensure a 7 to 10 day supply of food and water for residents and staff.  (Have at least one gallon of water, per person, per day on hand.)
a. Arrange for a private contact to supply back-up resources.

b. Rotate supplies and check expiration dates regularly.
10. Schedule employee orientation training and in-service training programs on the operations of the emergency plan.
11. Enhance emergency education.
a. Distribute preparedness checklists provided in Attachment B.
b. In accordance with state and local codes and requirements:  Post display of evacuation routes; alarm and fire extinguisher locations; and emergency contact telephone numbers.
c. Provide demonstrations on warning systems and proper use of emergency equipment for the staff, residents, and residents’ families.

d. Encourage personal preparedness for all staff. Refer to https://www.ready.gov/kit for contents of a kit or “go-bag”.
12. Conduct fire drills at a minimum of once per quarter per shift.  (Check fire regulations in your community for local, federal and state compliance requirements.)
a. One drill is required per quarter for each shift at varied times.

b. Document each drill, instruction or event to include date, content and participants involved.  
i. Identify and document any problems associated with the drill.  
ii. Develop and implement an improvement plan for problems associated with the drill.

13. It is required that at least one community based exercise is conducted annually as well as 1 tabletop exercise. If your facility has an actual incident, you will be exempt from the full-scale exercise. Exercises are incidents require the documentation of an after action report/improvement plan.
14. Develop and maintain Standard Operating Procedures (as Attachment C to this document) to include:
a. Task assignments (by title, not individual names)
b.  Security procedures
c. Personnel call down lists
d. Emergency supplies; storage, maintenance and use
15.  



 (location) is the designated Command center (CP) and will serve as the focal point for coordinating operations.  If evacuation is necessary, the alternate location will be  



 (location).
16. Ensure all staff are trained on the disaster plan to execute the activities of the Command center.  All staff should know the location of the Emergency Operations Plan
17. Plan for evacuation and relocation of residents.

a. Identify the individual responsible for implementing facility evacuation procedures.
b. Determine the number of ambulatory and non-ambulatory residents.  Identify residents who may need more than minimal assistance to safety evacuate (including Hospice) and ensure staff are familiar with individual evacuation plans for those residents.
c. Identify and describe transportation arrangements made through Mutual Aid Agreements of Memoranda of Understanding that will be used to evacuate residents.  (Attach copies of documents to this plan as Annexes.)
d. Describe transportation arrangements for logistical support to include moving and protecting records, medications, food, water and other necessities.
e. Identify facilities and include in the plan a copy of the Mutual Aid Agreement or Memorandum of Understanding that has been entered into with a facility to receive residents.  (Attach copies of documents to this plan as Annexes.)

f. Identify evacuation routes that will be used as well as secondary routes should the primary routes be impassable.
g. Determine and specify the amount of time it will take to successfully evacuate all patients to the receiving facility.

h. Specify the procedures that ensure facility staff will accompany evacuating residents and procedures for staff to care for residents after evacuation.

i. Identify procedures to keep track of residents once they have been evacuated.  Include a log system.
j. Determine what items and how much each resident should take.

k. Plan for evacuation and shelter of pets and service animals.

l. Establish procedures for responding to family inquiries about residents who have been evacuated.

m. Establish procedures to ensure all residents and staff are out of the facility and accounted.
n. Determine when to begin pre-positioning of necessary medical supplies and provisions.
o. Specify at what point Mutual Aid Agreements for transportation and the notification of alterative facilities will begin.
18. Identify contact information for community resources available to provide emergency services during a disaster.  These may include: volunteers, churches, clubs and organizations, emergency medical services, law enforcement, fire departments, businesses, hospitals, and local government departments and agencies.
19. Establish a plan for donations management.  Delineate what is needed; where items will be received and stored; and who will manage donation management operations.
B.
Preparedness

Upon receipt of an internal or external warning of an emergency, the facility Administrator or appropriate designee(s) should: 
1. Notify staff in charge of emergency operations to initiate the disaster plan.  Use Notification Check List or Emergency Call Down Roster. Advise personnel of efforts designed to guarantee resident and staff safety.
2. If potential disaster is weather related, closely monitor weather conditions and update department directors as necessary.
3. Inform key agencies of any developing situation and protective actions contemplated.
4. Review Emergency Operations Plan, including evacuation routes, with staff and residents.

5. Prepare the  




 (location) for Command center operations and alert staff of impending operations.
6. Contact residents’ families.  Coordinate dissemination of messages.
7. Control facility access. 

8. Confirm emergency staff availability.  Facilitate care of their families.
9. Pre-arrange emergency transportation of non-ambulatory residents (dialysis residents, etc.) and their records.
10. Check food and water supplies.
11. Monitor radio.  

12. Have a plan in place for pharmaceuticals with  




 (pharmacy name) and an alternate source to determine emergency operations in the event of halted deliveries or the need for backup.
13. Communicate to staff and residents of the situation and expedient protective measures.  Schedule extended shifts for essential staff.  Alert alternate personnel to be on stand-by.

C.
Response

In response to an actual emergency situation, the facility Administrator will coordinate the following actions:
1. Complete the actions of Pre-emergency and Preparedness outlined above.
2. Activate the Emergency Operations Plan, and conduct Command center operations, including communications, message control and routing of essential information.
3. Ensure communications with residents’ families and physicians.
4. Determine requirements for additional resources and continue to update appropriate authorities and/or services.

5. Coordinate actions and requests for assistance with local jurisdiction emergency services and the community.

6. Ensure prompt transfer and protection of resident records (in case of evacuation).
D.
Recovery
Immediately following the emergency situation, the facility Administrator should take the provisions necessary to complete the following actions:

1. Assess the event’s impact upon the facility, residents and staff members.
2. Coordinate recovery operations with the local Emergency Management Agency and other local agencies to restore normal operations, to perform search and rescue, and to re-establish essential services.
3. Provide crisis counseling for residents and families as needed.
4. Provide local authorities a master list of displaced, missing, injured or dead; and notify the next of kin.
5. Provide information on sanitary precautions for contaminated water and food to staff, volunteers, residents and appropriate personnel.

6. If necessary, arrange for alternate housing or facilities.

IV.
ORGANIZATION AND RESPONSIBILITIES
The facility Administrator is responsible for the overall direction and control of facility emergency operations, receiving requested assistance from the heads of each internal department, the local Emergency Management Agency, local Fire Department, and local Police Department, private and volunteer organizations and various local and state departments and agencies.
Duties and activities that should be directed or assigned by the Administrator are: 

1. Coordinate the development of Emergency Operations Plan and procedures.
2. Coordinate the activation, and oversee the implementation, of Emergency Operations Plans and procedures.

3. Direct Command center operations.

4. Assign a coordinator for the delivery of residents’ medical needs.
5. Assign a coordinator accountable for residents, their records, and needed supplies.
6. Assign responsibility for maintaining facility safety, including securing necessary equipment and alternative power sources.
7. Regularly review inventory of vehicles and report to administrative services.
8. Coordinate the emergency food services program.

9. Ensure availability of special resident menu requirements and assess needs for additional food stocks.

10. Assign a coordinator to ensure the cleanliness of all residents and provision of residents’ supplies for 7 to 10 days.
11. Coordinate the inspection of essential equipment (wet/dry vacuums) and protection of facility (lower blinds, close windows, secure loose equipment, etc.).
12. Provide security of facility/grounds.  Limit access to facility as necessary.

13. Coordinate provision of assistance to Maintenance and Housekeeping Departments.

14. Supervise notification of families on emergency operations.
15. Facilitate telecommunications and oversee release of information.

EXAMPLE:  Possible organizational chart for disaster response activities.
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Attachment A: Hazard Assessment
[Insert completed HVA here]
Attachment B: Emergency Checklists
The following pages provide emergency response checklists for hazards that may occur in the Southeast
B-1:  All Hazards Preparedness

Steps to be completed ahead of time:

	This checklist is a list of all-hazards preparedness items. These steps should be in place before every checklist in the preparation phase.

	
	
	

	
	
	Identify and obtain emergency supplies.

· Flashlights (and batteries)

· Radio (and batteries)

· Emergency food and water supplies

· Extra blankets

· Medications

· First aid kit

· Sanitation items

· Personal care items

	
	
	Create and exercise an emergency communications plan.

	
	
	Develop and exercise an evacuation plan. Know the evacuation route(s).

	
	
	Keep all vehicles (personal and facility-owned) adequately fueled. Don’t let the tank go below half-full.

	
	
	Identify community partners and “sister facilities.” Develop and maintain Mutual Aid Agreements and/or Letters of Understanding.

	
	
	Install flexible pipe fittings to avoid gas or water leaks. Flexible fittings will be less likely to break.  

	
	
	Maintain an accurate blueprint of all utility lines and pipes associated with the facility and grounds.

	
	
	Develop procedures for emergency utility shutdown.

	
	
	Install and maintain a back-up generator.


B-2:  Fire Safety
Steps to be completed ahead of time (in addition to All-Hazards Preparation):
Preparation (before event)

	
	
	

	
	
	Fire alarm and Extinguishers

· Post locations of the fire alarm to comply with regulatory standards
· Post locations of the fire extinguishers to comply with regulatory standards.
· Train employees on the use of the alarm systems and how to use the fire extinguishers (refresh annually).
· Post directions on how to utilize emergency equipment.

	
	
	Training
· Train staff on the RACE acronym
· Rescue- Rescue residents in immediate danger
· Alarm- Sound nearest alarm if not already activated
· Confine- Close doors behind you to confine the fire.  Crawl low if the exit route is blocked by smoke.
· Extinguish- Utilize a fire extinguisher as situation permits or
· Evacuate- Follow evacuation procedures.

	
	
	Inspect
· Perform routine inspections of sprinkler system

· Ensure nothing is blocking the sprinkler system or piled above a specified height of 18” below the sprinkler deflector.

· Ensure compliance with open flame burning.

· Ensure proper storage of flammable material.

· Extinguishers maintenance accordingly and in an unobstructed location with proper signage.

· Excessive grease build-up and cleaning records.

· Access to fire department connections.

· Clear space around FDC connections. 



	
	
	Emergency Planning
· Fire safety, evacuation, and emergency preparedness plans

· Fire and emergency evacuation drills

· Fire apparatus access roads and markings

· Address visible on street.

· Key box access and verification of all necessary keys. 




 Response (during event)

	
	
	

	
	
	RACE

Staff should perform the RACE acronym

· Rescue- Rescue residents in immediate danger
· Alarm- Sound nearest alarm if not already activated
· Confine- Close doors behind you to confine the fire.  Crawl low if the exit route is blocked by smoke.
· Extinguish- Utilize a fire extinguisher as situation permits or
· Evacuate- Follow evacuation procedures.


Recovery (after event)

	
	
	

	
	
	Evaluation
· Evaluate damage to facility as a result of the fire

· Ensure administration contacts insurance company for claim.

· Identify impacted area and what time of impact it will have on normal daily operations.

	
	
	After Action Report

· Conduct an after action report and improvement plan to identify lessons learned

· Ensure items identified in after action report are followed through to learn from and mitigate any potential reoccurrences.


B-3:  Severe Weather
Steps to be completed ahead of time (in addition to All-Hazards Preparation):

Preparation (before event)

	
	
	

	
	
	Plug critical equipment into surge protectors.

	
	
	Evaluate the facility for potential dangers and fix the problems.

·  Dead trees that could fall during the storm

·  Potential fire hazards

	
	
	Ensure staff and residents/patients are away from windows if severe thunderstorm, hurricane/tropical storm, or tornado is imminent.

	
	
	Monitor weather radio or electronic devises for updates on impending weather system.


Response (During event)
	
	
	

	
	
	Relocate to inner areas of building as possible.

	
	
	Check restrooms or vacant rooms for visitors or stranded residents.

	
	
	Keep away from glass windows, doors, skylights and appliances.

	
	
	Refrain from using telephones and taking showers.

	
	
	Turn off and unplug computers, televisions and other non-critical appliances.

	
	
	Listen to battery-operated radio for information.


Recovery (After event)
	
	
	

	
	
	Return residents/patients to proper locations

	
	
	Ensure no injuries that will require further assistance are reported

	
	
	In case of power loss refer to infrastructure failure plan

	
	
	Once safe, evaluate the exterior of the property for damage or hazards


B-4:  Flood
Steps to be completed ahead of time (in addition to All-Hazards Preparation):

Preparation (before event)
	

	
	
	

	
	
	Evaluate the facility for flood hazard(s).
· Know your flood risk and elevation above flood stage.

	
	
	Install check valves in building sewer traps to prevent flood water from backing up into building drains.

	
	
	Have sand and sandbags on hand to ward off floodwaters.  Train on sandbagging techniques.

	
	
	Invest in flood insurance by either visiting floodsmart.gov or contacting your local insurance agent.


Response (During event)

	
	
	

	
	
	 When warned of potential flooding, fill clean bathtubs, large pans, buckets, etc., with fresh water and store in case water services are interrupted (contaminated).

	
	
	Fill and use sandbags to ward off floodwaters.  Use proper sandbagging techniques.

	
	
	Evacuate according to local emergency management orders and/or recommendations.

	
	
	Turn off electricity if the building is flooded.


Recovery (After event)
	
	
	

	
	
	Clean.

· Wear dusk mask and gloves.

· Get rid of mud as soon as possible.  

· Clean everything that got wet.  

· Don’t risk contamination.  “If in doubt, throw it out.”  

· (A solution of one part household bleach and four parts water will kill surface mildew and, if used as part of a regular maintenance program, will prevent mildew from returning.)

	
	
	Dispose of all foods and canned goods that came in contact with flood waters.

	
	
	Boil drinking water before using. Wells should be pumped out and the water tested for purity before drinking. If in doubt, call your local public health authority.

	
	
	Be cautious around electrical lines, outlets and appliances.  Do not assume that the power is off.

	
	
	Do not dispose of hazardous chemicals and materials (those marked "danger, caution, poison, warning, flammable, toxic, keep out of reach of children and hazardous") in the trash, down the drain or into standing water as they can contaminate groundwater and sewer lines.  Take these items to the hazardous materials waste site in Everett.  

	
	
	Watch for animals. Small animals like rats and snakes that have been flooded out of their homes may seek shelter in yours. Use a pole or stick to poke and turn items over and scare away small animals.

	
	
	Look before you step. After a flood, the ground and floors are covered with debris including broken bottles and nails. Floors and stairs that have been covered with mud can be very slippery.


B-5: Infectious Disease
Steps to be completed ahead of time (in addition to All-Hazards Preparation):

Preparation (before event)
	
	
	

	
	
	Monitor internal infection trends as well as community data through State and local public health data

	
	
	Identify a pandemic coordinator and/or IP team with defined roles and responsibilities

	
	
	Identify supplies and burn rate related to infection prevention such as gloves, gowns, shields, masks, etc.

	
	
	Train and prepare workforce including agency staff on your facilities policies and procedures

	
	
	Determine potential impacts to business operations 

	
	
	Maintain stock of infectious disease supplies.

	
	
	Conduct exercises to review infectious disease plans

	
	
	Determine areas of the facility that would be utilized to care for infectious patients

	
	
	Maintain situational awareness of vaccination rates amongst staff and patients

	
	
	If testing may be necessary, prepare a strategy that would be utilized


Response (During event)

	
	
	

	
	
	Monitor information from credible sources (PADOH, CDC, local health department)

	
	
	Consider infectious disease precautions to put in place based on suggestions from credible sources

	
	
	Monitor closely infections in residents and staff

	
	
	Review lessons learned from previous exercises and actual events such as Covid-19

	
	
	Consider establishing your incident command structure

	
	
	Conduct daily briefings with key staff to monitor situation

	
	
	Determine if contingency or crisis standards may be necessary in regards to staffing and PPE strategies

	
	
	Monitor area where infectious patients are located to determine if additional area is needed.

	
	
	If testing is necessary, implement strategy


Recovery (After event)
	
	
	

	
	
	Continue to monitor data for any new case infections or outbreaks

	
	
	Work with administrative staff for recovery of costs associated with response

	
	
	Determine supply of PPE on hand

	
	
	Complete AAR/IP to determine lessons learned and implement changes needed in plans


B-6:  Active Threat
Steps to be completed ahead of time (in addition to All-Hazards Preparation):

Preparation (before event)
	
	
	Educate staff and residents on the proper plans and procedure during these events. 

	
	
	All individuals should be familiar with the facility, routes of travel, and exits. Know which doors lead to where. Always have an exit strategy.

	
	
	Plain language should absolutely and without doubt be used during an Active Threat incident to alert all individuals and to protect an many lives as possible. 

	
	
	Reduce and prevent incidents by:

· Adopting a zero-tolerance policy

· Monitor social media

· Identifying erratic behavior or mood swings

· Empathy toward other radical events or individuals

· Investigate harassment complaints

· Allow and encourage good communication amongst staff. 

	
	
	Provide Prevention and de-escalation training, Run. Hide. Fight. training, and any other related education and resources to staff. 

	
	
	Consider helpful items to law enforcement:

· Electronic and hard copies of floor plans.

· Keys and/or access badges to unlock doors. 

· Census, staff roaster, and contact information


Response (During event)
	
	
	If an event or incident occurs, it’s imperative that plain language is utilized so the most optimal amount of human lives can be save.  

	
	
	If you are able to remove yourself from the immediate threat, do so as quickly as possible. If you’re able to alert others along your route of travel, do so. Do not stop or render aid to anyone who’d paralyzed by fear. Make sure your hands are visible so law enforcement can see them.

	
	
	Leave belongings behind. They can be replaced. 

	
	
	If you are unable or hinder from exiting the area threated by violence, try to hide.

	
	
	If possible, lock yourself and others in a room. Barricade the door. 

	
	
	Prepare to defend yourself and improvise weapons:

· Fire extinguishers can be used to spray or strike. 

· An AED or any other items that can be used to swing or strike an aggressor

· Any hard item that can be thrown

· Distract the aggressor and attempt to disarm

· Consider a counter attack with one, two or any number of individuals willing to eliminate the threat

	
	
	If you have your cell phone, silence it. The vibration setting can still be heard. Silence or turn your device off.

	
	
	If you are unable to hide, your last resort if you’re in immediate danger is fight. Again, improve weapons. The greater number of individuals preforming a counter attack will increase the odds of disarming or diminishing the threat of the aggressor. 


Recovery (After event)
	
	
	Allow law enforcement to complete their necessary duties.

	
	
	Support law enforcement.

	
	
	Provide emotional comfort and assistance to any individual(s) needed support.

	
	
	Provide counseling and mental health support to anyone involved

	
	
	 

	
	
	 


B-7:  Utility Interruption 
Steps to be completed ahead of time (in addition to All-Hazards Preparation):
Preparation (before event)
	
	
	

	
	
	List names and numbers of maintenance personnel for day and evening notification. Have electronic and hardcopies of contact information.

	
	
	Have external support partners identified and contact numbers in place. Both electronic and hardcopies.

	
	
	Identify what will be powered when backup generators are being utilized. (eg. Emergency lighting, red outlets, phone lines, overhead paging system, etc.)  

	
	
	What services would and wouldn’t be available? (e.g. kitchen appliances, call bells?).

	
	
	Evaluate back-up generator needs.  Consider power needs for critical safety and medical equipment, refrigeration, temperature control, etc.

	
	
	Arrange for private contract to serve as an added back-up source.

	
	
	Identify the location where an external, temporary generator could be located. Is this location free of obstacles like low hanging tree branches, large curbs, and parking spaces?

	
	
	Know the distance from the above location to the current generator

	
	
	Identify and document the equipment, supplies, and hookups needed to connect into your current power system.

	
	
	Purchase and obtain supplies and equipment that can help manage and navigate an incident:

· Flashlights are handy. Headlamps allows hands to be free.

· Dimmable, battery powered, high lumen lanterns. (Proper storage of batteries is needed.)
· Portable LED lights

· Back up battery packs
· Easily charge a few phones, tables, and maybe a lap top

· Back up battery banks
· They can be pricey, but large ones can power fans, small utilities, and small appliances. 

· No gas combustion; can be used indoors. 

· Bells or whistles to replace call buttons that may be disabled. 

· Two-way radios




Response (During event)
	
	
	

	
	
	Call # _________________ (power company) to report outage.

	
	
	Notify essential staff members that may see an impact and/or are able to support efforts to regain normal operations.  

	
	
	Deploy necessary personnel, equipment, and supplies to areas impacted. (e.g. battery powered lanterns, flashlights, headlamps.)

	
	
	If needed, Establish an incident commander and any needed support staff. Establish an emergency operations center (EOC).

	
	
	Lean forward—plan for possible secondary issue caused by the power failure. (e.g. red outlets that should be powered, might not be, lighting isn’t sufficient, etc.

	
	
	Conserve power. Power down and turn off non-essential equipment like computers, non-patient care office lighting, TVs, etc.

	
	
	Evacuate the building if danger of fire.

	
	
	Keep refrigerated food and medicine storage units closed to retard spoilage.

	
	
	Turn off power at main control point if short is suspected.

	
	
	If kitchen appliances aren’t operational, initiate plans that address food and nutrition

	
	
	If the issue can’t be resolved internally, contact external contractors and vendors. If they cannot support or resolve the issue, contact local or county emergency management agency for assistance.


Recovery (After event)
	
	
	

	
	
	Collect and inventory all assets, supplies, and equipment deployed to support the event.

	
	
	Document items that need replaced or replenished

	
	
	Within a relatively short time after the incident, conduct a “hot wash” and meeting with key and essential internal and external personnel and partners to determine what worked and what didn’t work. Document findings.   

	
	
	Document their finding and beliefs on what worked and did not work

	
	
	Complete an after action report and identify area of improvement

	
	
	Make correction to deficiencies and gaps.

	
	
	Weeks or month later, drill or exercise a similar event with the corrective devices in place to see if the gaps have been narrowed/bridged


B-8:  Infrastructure Failure
Steps to be completed ahead of time (in addition to All-Hazards Preparation):
Preparation (before event)
	
	
	1.   Evaluate the facility for all potential infrastructure and utility failures including but not limited to, and identify a subject matter expert for each system:

· Communications (cable, wired, fiber, frequency)

· Internet/Wifi (cable, wired, fiber, frequency)

· Power

· Water

· Natural gas

· Medical gas

· Sewer

· Structural issues/compromise

· Disruption in elevator service

How will failures be corrected?

What services can continue and which cannot when a failure occurs?

What will and not be powered on back-up generators? 

If planned outage is going to occur, make sure there’s enough supplies on hand.

	
	
	Have internal support contact numbers in place.

	
	
	Have external and regional support partners identified and contact numbers in place. These individuals could include local, county and state emergency management officials, any contractors or vendors who could potentially support your facility, Fire, EMS, etc.

	
	
	Have system failure back-up plans and equipment in place like a portable power and generators, portable lighting, bottled water, cellular hotspots, two-way radios, canned and dry foods, etc.

	
	
	Identify and document the lengthy to which each back-up system can remain operational without any external support. (e.g. generator can remain operational for 1 week without refueling.)


Response (During event)
	
	
	Establish an incident commander and any needed support staff. Establish an emergency operations center (EOC).

	
	
	Deploy necessary personnel, equipment, and supplies to areas impacted.

	
	
	Lean forward—plan for possible secondary issue caused by the failure. (e.g. lack of water pressure might mean fire suppression system is compromised.)

	
	
	If heat or A/C loss, limit entry into the facility. Consider utilizing one door. Try to maintain the current temperate and climate as long as possible

	
	
	Conserver resources—power, water, fuel

	
	
	If the issue can’t be resolved internally, contact external contractors and vendors. If they cannot resolve the issue, contact local or county emergency management agency for assistance.


Recovery (After event)
	
	
	Collect and inventory all assets, supplies, and equipment deployed to support the event. 

	
	
	Document items that need replaced or replenished

	
	
	Restock all necessary supplies and equipment.

	
	
	Within a relatively short time after the incident, conduct a “hot wash” and meeting with key and essential internal and external personnel and partners to determine what worked and what didn’t work. Document findings.   

	
	
	Document their finding and beliefs on what worked and did not work.

	
	
	Complete an after action report and identify area of improvement.

	
	
	Make correction to deficiencies and gaps.

	
	
	Weeks or month later, drill or exercise a similar event with the corrective devices in place to see if the gaps have been narrowed/bridged.


B-9:  Cyber Security Threat

Steps to be completed ahead of time (in addition to All-Hazards Preparation):
Preparation (before event):
	The Cybersecurity checklist are to assist your healthcare delivery organization in mitigating vulnerabilities and protecting against malicious actors. Hospitals and healthcare facilities are facing cyber-attacks of varied sophistication, including criminal networks and nation states.

	 
	 
	

	 
	 
	IMPLEMENT STRONG PASSWORD PRACTICES 

• Use long passwords. We recommend using a unique string of words that can be easily remembered. 

• Use different passwords for all accounts including email and social media accounts. 

• Ensure each staff member has their own unique username and password. Do not share accounts.

 • Use password managers to secure all of your passwords. Password managers allow you to manage all your accounts in one place. Make sure to review a password manager before selecting.

	 
	 
	USE TWO-FACTOR AUTHENTICATION (2FA)

 • Two-factor authentication allows an extra layer of security for email, social media, and database accounts by requiring users to provide a second login beyond the user’s password.

	 
	 
	PROMPTLY INSTALL PATCHES FOR YOUR BUSINESS AND CLINICAL IT SYSTEMS

• Once patches are available, quickly install onto the operating systems

of your computers, mobile devices and databases. Unpatched systems pose unnecessary risks to your systems.

	 
	 
	 HAVE A PLAN TO QUICKLY RESPOND TO CYBER INCIDENTS 

• Despite following these practices, cybersecurity incidents may occur. Have a plan in place to respond and know which authorities to contact depending on the type and severity of the incident. 

• CISA may be able to assist with incident planning and recovery. Contact central@cisa.dhs.gov; communications to this email are covered by information sharing privacy protections and will not be reported to regulators.  

	 
	 
	BEWARE OF PHISHING ATTEMPTS 

• Phishing is a common attack where emails, texts, or other communication are sent to a person to entice them to provide their username and passwords, or to open an attachment that has destructive software hidden in it, or click a link that brings them to a website that contains malicious software. 

• Protect yourself from phishing attacks:

· If the content of a message seems unusual or out of the norm for the sender, or you do not recognize the sender, do not open an attachment or click a link until you have contacted the sender. 

· Don’t click on links for emails in your junk email folder, even if they appear legitimate. 

· Take a second to review links and attachments before opening. 

· If you suspect a text or email to be a phishing attempt report it to the appropriate IT provider.


Response (During event):

	When a cyber-incident is suspected, IT experts should immediately begin to assess the level of impact to each system or infrastructure. As they investigate the extent of the damage and move to isolate, repair, or remove affected technologies, the healthcare facility has responsibilities to ensure and to stabilize facility operations and maintain safe patient/resident care. 

	 
	 
	Immediate Response Considerations:

	
	
	Identify working communication capabilities (e.g., phone systems, portable radios, mobile communication applications, low voltage clinical cell phone[s], PA systems). 

	
	
	Send automated alert to staff and affected facilities. Clearly communicate the scope, impact, and estimated duration of the event. Include external partners (e.g., first responders, ancillary departments, and vendors).

	
	
	Create a generic incoming message for phone systems. 

	
	
	Post updates on websites, intranet, social media pages, and Emergency Alert Systems. 

	
	
	Ascertain status of diagnostic and biomedical equipment; implement downtime (DT) procedures when appropriate. Immediately disconnect possibly impacted equipment to limit scope of the attack. 

	
	
	Determine if any hospital or outpatient services will need to be altered; consider postponing additional healthcare services, or clinic visits. 

	
	
	Develop external messaging in case of transfer or altered services; consider special needs of patients/residents being transferred. 

	
	
	Identify external areas that require attention, such as electronic signs, parking garages, traffic signs, or those related to monitoring or closing entrances/exits. Monitor environmental systems (e.g., heating, ventilation, air conditioning, and other utilities) for proper function. 

	
	
	Establish contact with IT vendors and cyber insurance representatives to discuss response management and recovery support options. Technical vendors may provide backup services, assist with re-establishing network connectivity, or provide essential equipment and resources. 

	
	
	         Consider what other partner organizations or facilities need to be briefed. If the disruption is deemed intentional or targeted, contact local law enforcement and appropriate federal agencies (U.S. Department of Homeland Security, Federal Bureau of Investigation, Cybersecurity and Infrastructure Security Agency) and state/local cyber terrorism divisions as appropriate.

	
	
	

	 
	 
	General Response Considerations: 

	
	
	Ensure the Administration, or other proper chain of command, is effectively delegating tasks and tracking requests status to avoid duplicate requests to multiple teams thereby wasting manpower. 

	
	
	Check on ancillary groups to assess their needs and have them implement pertinent DT procedures and form utilization. 

	
	
	Identify necessary personnel for 24/7 key services and who will be required onsite and who can work remotely. Determine if the appropriate equipment is available for remote staff. 

	
	
	Appoint a representative and backup from each department (including ancillary services) as possible, to voice issues/concerns, engage with Incident Command Section leadership, and serve as liaisons during the incident response and recovery stages. 

	
	
	Implement necessary security procedures for securing access if badging systems are down. 

	
	
	Utilize sign-in sheets to track visitation and external workers (e.g., utility workers, repairmen). 

	
	
	Address ordering for nutrition, cleaning, linen services; resupply of medical and non-medical items with appropriate vendors.


Recovery (after event):

	During the response of the event, recovery actions should also be taking place. The IT recovery team will include identifying and isolating the threat, and assessing damage/impact to facility operations, for rapid restoration of services.

	
	
	Consider running hardware, backing up, or mirroring data at an alternate (non-affected, secure) site.

	
	
	Identify which vendors can provide additional support and assist with recovery efforts, including provision of “hot sites,” additional resources, equipment, skilled staff; assistance with system recalibration/reconfiguration; data testing/validation.

	 
	 
	Use previous Business Impact Analysis (BIA) or application mapping data to organize restoration needs and prioritize services. Have a process in place to adjust recovery priority levels as information emerges.

	 
	 
	Communicate any changes to the restoration process and priority levels early and often to data custodians, relevant department representatives, incident command leads. Ensure data custodians remain part of the recovery process as systems are brought back online.

	 
	 
	Establish a daily stand-up meeting to discuss recovery status and barriers to completion. Ensure representatives from clinical and non-clinical departments are engaged to provide and relay status changes back to staff. Ensure staff know the period of time a system will be non-operational. 

	
	
	Provide brief daily system restoration status updates to all departments that includes information about available systems those which are not fully functional.

	
	
	Create a “restoration matrix” (or spreadsheet) to log the status (e.g., fully versus partially operational, restricted) of all systems being restored. In the document, outline capabilities that are working and features that are not working or are restricted. Appoint someone to update data and store in a centrally accessible location (e.g., collaboration tool, knowledge center). Use the status reports and restoration matrix to assess recovery progress and adjust recovery efforts accordingly. 

	
	
	Use the official system name AND the laymen/common operational name for staff that are unfamiliar with IT jargon in all reports and status briefs. 

	
	
	Set up an email for stakeholders to submit new priorities/issues as they are identified. Email should go directly to technical recovery leads (IT department) so they can be included in daily standup meetings and assessed for placement in the backlog. Ensure new restoration requests are channeled solely through the recovery lead to prevent IT personnel from being disrupted by new issues, concerns. Shielding teams from daily operational discussions will speed recovery time.

	
	
	Appoint a person who is highly familiar with the system/application to test and validate it once it is brought back online. Testers should verify the system is operating as expected and identify/document issues. Ensure all bugs are logged and reported back to IT and Incident Command. Include the validation outcome on the status matrix. 

	
	
	When biomedical equipment has been restored, consider waiting to re-integrate into operations until it is confirmed devices have been properly recalibrated and outputs are validated. When possible set a standard waiting period. Consider engaging the vendor to assist with restoration. 

	
	
	Release recovered departments to smaller units first for initial testing before fully releasing. Have a process to verify results are accurate and consistent and that data output is being disseminated to the proper systems/applications.

	
	
	


Attachment C: Functional Annexs
This section should include procedures and information for:
· Notification Check Lists

· Emergency Call Down Roster (for Staff)

· Facility breakdown (staff, beds, residents)

· Task Assignments (by position)

· Emergency Supplies: Storage, Maintenance and Use

· Security Procedures

· Evacuation Procedures
· Emergency Generator Procedures
Attachment D: Hazard Specific Annexs (relate to checklists)

Attachment E:  Mutual Aid Agreements

Mutual Aid Agreement contents will vary.  Some provisions to consider are:

· Definitions of key terms used in the agreement

· Roles and responsibilities of individual parties

· Procedures for requesting and providing assistance

· Procedures, authorities and rules for payment, reimbursement and cost allocations

· Notification procedures

· Protocols for interoperable communications

· Relationships with other agreements

· Workers compensation

· Treatment of liability and immunity

· Recognition of qualifications and certifications

· Sharing agreements, as required

Attach copies of all Mutual Aid Agreements to this document.

Attachment F:  Contact Lists, Misc.
This section should include contact information for regional partners and suppliers:
· Facility Maintenance and Repair
· Transportation
· Medical Supplies

· Food and Water Supplies

· Generator Fuel
· Regional Partners / Non-profit Agencies (for emergency assistance)
Operations





Track and account for Residents


Care for residents medical needs


Conduct Evacuation processes as necessary


Maintain cleanliness of residents and facility





Planning





Develop Memos of Understanding








Logistics





Maintain emergency food and water supplies


Obtain and track medical supplies


Make alternate shelter arrangements


Arrange transportation


Maintain vehicle inventory





Finance





Budget for disaster preparation


Track expenses associated with disaster





ADMINISTRATOR





NOTE:  All functions remain with the


Administrator unless otherwise assigned
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